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(57) ABSTRACT

A device for controlling an LED lighting in an LED lighting
control system including a plurality of LED lightings which
are connected via a network is provided. A lighting data
receiver receives a first lighting control signal and extracts
first lighting control data for the LED lighting from the first
lighting control signal including a confirmation code. A veri-
fier verifies the first lighting control data based on the confir-
mation code, and an error processor records error information
when the verifier fails to verify the first lighting control data.
A driving signal processor converts the first lighting control
datato adriving signal when the verifier succeeds to verify the
first lighting control data. An LED driver controls lighting of
an LED light source based on the driving signal.

11 Claims, 8 Drawing Sheets
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LIGHTING CONTROL METHOD AND
DEVICE

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims priority to and the benefit of
Korean Patent Application No. 10-2010-0133665 filed in the
Korean Intellectual Property Office on Dec. 23, 2010, the
entire contents of which are incorporated herein by reference.

BACKGROUND

(a) Field

The present invention relates to a lighting control method
and device. More particularly, the present invention relates to
a method and device for controlling light emitting diode
(LED) lighting.

(b) Description of the Related Art

As a lighting device widely uses LEDs, which are semi-
conductor elements that can transmit information using vis-
ible light, as light sources, technology for controlling the
lighting device via a network has been developed. An existing
lighting control protocol is used for transferring only data for
basic lighting.

In the existing technology, only data are transferred with-
out any control signal and a safety device that can guarantee
integrity of data does not exist. Therefore, when a transmis-
sion error occurs, sudden light pollution such as flickering,
black-out, and glare may be caused. Further, because a con-
firmation procedure of data does not exist, it is impossible to
cope with an erroneous operation of a lighting system that
may occur by wrong data of a malicious purpose.

According to an example of the related art, in a state where
a console device for lighting control and a plurality of receiv-
ing devices are coupled in series, a system sequentially trans-
mits DMX512 data packets from the console device to each
receiving device in order that is connected adjacent to the
console device. However, because an device that guarantees
safety of a lighting control signal transferred via a communi-
cation line does not exist in this system, light pollution
occurred by a natural or intentional control signal change
cannot be prevented.

SUMMARY

Embodiments of the present invention provide a lighting
control method and device for verifying a lighting control
signal.

An embodiment of the present invention provides a device
for controlling an LED lighting in an LED lighting control
system including a plurality of LED lightings which are con-
nected via a network. The device includes a lighting data
receiver, a verifier, an error processor, a driving signal pro-
cessor, and an LED driver. The lighting data receiver receives
afirst lighting control signal and extracts first lighting control
data for the LED lighting from the first lighting control signal
including a confirmation code. The verifier verifies the first
lighting control data based on the confirmation code, and the
error processor records error information when the verifier
fails to verify the first lighting control data. The driving signal
processor converts the first lighting control data to a driving
signal when the verifier succeeds to verify the first lighting
control data. The LED driver controls lighting of an LED light
source based on the driving signal.

The error processor may compare the error information
with previous error information to determine whether the
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same error is repeated, and determine reliability of a source of
the first lighting control data when the same error is repeated.

The error processor may blink the LED light source with a
first color in a first cycle when the source of the first lighting
control data has reliability, and blink the LED light source
with a second color different from the first color or in a second
cycle different from the first cycle when the source of' the first
lighting control data does not have reliability.

The device may further include a lighting data transmitter
configured to transmit a second lighting control signal to a
next LED lighting among the plurality of LED lightings when
the verifier succeeds to verity the first lighting control data.

The lighting data transmitter may generate a new confir-
mation code based on confirmation code information includ-
ing the confirmation code and second lighting control data to
be transferred to the next LED lighting, and generate the
second lighting control signal by adding the new confirma-
tion code to the second lighting control data.

The confirmation code information may further include an
identifier and an installation code of the LED lighting. The
lighting data transmitter may generate a first hash operation
value by a hash operation of the confirmation code and the
second lighting control data, generate a second hash opera-
tion value by a hash operation ofthe first hash operation value
and the identifier, and generate the new confirmation code by
a hash operation of the second hash operation value and the
installation code.

The lighting data transmitter may add the new confirmation
code to a last slot of a plurality of slots that are included in the
second lighting control signal.

The lighting data receiver may receive the first lighting
control signal from a previous LED lighting among the plu-
rality of LED lightings.

The confirmation code may be generated by the previous
LED lighting, and be generated based on information includ-
ing the first lighting control data and a confirmation code
which the previous LED lighting extracts from a received
lighting control signal.

The lighting data receiver may receive the lighting control
signal from a remote lighting control device that controls the
plurality of LED lightings via the network.

The confirmation code may be generated by the remote
lighting control device, and be generated based on informa-
tion including the first lighting control data and a random
number that is generated in the remote lighting control
device.

Another embodiment of the present invention provides a
method of controlling lighting in a remote lighting control
device that controls a plurality of LED lightings which are
connected via a network. The method includes generating a
random number, generating a confirmation code based on
confirmation code information including the random number
and lighting control data to be transferred to a beginning LED
lighting of the plurality of LED lightings, and transferring a
lighting control signal including the confirmation code and
the lighting control data to the beginning LED lighting.

The confirmation code information may include an identi-
fier and an installation code of the remote lighting control
device. Generating the confirmation code may include per-
forming a hash operation of the random number and the
lighting control data, and generating the confirmation code
based on a calculation value of the hash operation, the iden-
tifier, and the installation code.

The method may further include adding the confirmation
code to a last slot of a plurality of slots of the lighting control
signal.
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Yet another embodiment of the present invention provides
amethod of controlling lighting of an LED lighting in an LED
lighting control system including a plurality of LED lightings
which are connected via a network. The method includes
receiving a first lighting control signal, extracting first light-
ing control data for the LED lighting from the first lighting
control signal, extracting a confirmation code from the first
lighting control data, generating a new confirmation code
based on confirmation code information including the confir-
mation code and second lighting control data to be transferred
to a next LED lighting of the plurality of LED lightings, and
transferring a second lighting control signal including the
new confirmation code and the second lighting control data to
the next LED lighting.

The confirmation code information may further include an
identifier and an installation code of the LED lighting, Gen-
erating the new confirmation code may include performing a
hash operation of the confirmation code and the second light-
ing control data, and generating the new confirmation code
based on a calculation value of the hash operation, the iden-
tifier, and the installation code.

The method may further include adding the new confirma-
tion code to a last slot of a plurality of slots of the second
lighting control signal.

The method may further include verifying the first lighting
control data based on the confirmation code, converting the
first lighting control data to a driving signal when verification
of'the first lighting control data is succeeded, and controlling
lighting of an LED light source based on the driving signal.

The method may further include recording error informa-
tion when verification of the first lighting control data is
failed.

The method may further include comparing the error infor-
mation with previous error information to determine whether
the same error is repeated, determining reliability of a source
of the first lighting control data when the same error is
repeated, and controlling a blinking color or a blinking cycle
of the LED light source according to the reliability of the
source.

DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram showing an LED lighting control sys-
tem according to an embodiment of the present invention.

FIG. 2 is a diagram showing a structure of LED lighting of
FIG. 1.

FIG. 3 is a block diagram showing an LED lighting control
device of FIG. 2.

FIG. 4 is a flowchart showing a method of controlling LED
lighting according to an embodiment of the present invention.

FIG. 5 is a flowchart showing a method of processing an
error according to an embodiment of the present invention.

FIGS. 6 and 7 are flowcharts showing a method of gener-
ating a confirmation code according to an embodiment of the
present invention.

FIG. 8 is a diagram showing a frame of a lighting control
signal according to an embodiment of the present invention.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

In the following detailed description, only certain embodi-
ments of the present invention have been shown and
described, simply by way of illustration. As those skilled in
the art would realize, the described embodiments may be
modified in various different ways, all without departing from
the spirit or scope of the present invention. Accordingly, the
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drawings and description are to be regarded as illustrative in
nature and not restrictive. Like reference numerals designate
like elements throughout the specification.

FIG. 1 is a diagram showing an LED lighting control sys-
tem according to an embodiment of the present invention.

Referring to FIG. 1, an LED lighting control system 100
includes a plurality of LED lightings 110, a remote lighting
control device 120, and an LED lighting network 130 that
connects them.

Each LED lighting 110 has an identifier (ID) for distin-
guishing from other LED lightings 110 and turns on a light
source based on lighting control data that receive through the
LED lighting network 130.

The remote lighting control device 120 transmits lighting
control data to each LED lighting 110 and transmits a confir-
mation code for verifying an error of lighting control data
when transmitting the lighting control data. The confirmation
code is generated by the LED lighting 110 or the remote
lighting control device 120 and is generated based on lighting
control data that is actually transmitted. Therefore, it can be
detected whether lighting control data are changed with the
confirmation code. Further, because the confirmation code is
verified and is newly generated whenever passing each LED
lighting on the LED lighting network 130, an error of a
specific interval can be detected by the confirmation code.

The LED lighting network 130 transfers lighting control
data from the remote lighting control device 120 to each LED
lighting device 110. The LED lighting network 130 may have
a topology of a bus, a ring, a tree, or a star and has a bi-
directional or one direction communication function.

FIG. 2 is a diagram showing a structure of the LED lighting
110 of FIG. 1.

Referring to FIG. 2, the LED lighting 110 includes an LED
module 210 and an LED lighting control device 220.

The LED module 210 includes a plurality of LED light
sources 212 that can be controlled individually or collec-
tively, and the LED lighting control device 220 turns on the
LED module 210 with lighting control data received from the
LED lighting network 130.

A plurality of LED light sources 212 may emit light of a
single color or multi-colors, and multi-colors light is emitted
by lighting control data including color data. The LED light-
ing control device 220 has a communication interface that can
connected to the LED lighting network 130.

FIG. 3 is ablock diagram showing the LED lighting control
device of FIG. 2.

Referring to FIG. 3, the LED lighting control device 220
includes a lighting data receiver 310, a message buffer 320, a
lighting data transmitter 330, a verifier 340, an error processor
350, a driving signal processor 360, and an LED driver 370.

The lighting data receiver 310 receives a lighting control
signal from the LED lighting network 130, and transfers the
lighting control signal to the lighting data transmitter 330.
The lighting data receiver 310 extracts lighting control data
from the lighting control signal, and transfers the lighting
control data to the message buffer 320. In order to verify
lighting control data, the message buffer 320 temporarily
stores lighting control data. The lighting data transmitter 330
transmits the lighting control signal to the next LED lighting
110.

The verifier 340 verifies integrity of lighting control data
based on a confirmation code. If lighting control data are safe
lighting control data, the verifier 340 transfers the lighting
control data to the driving signal processor 360. If lighting
control data are wrong lighting control data, the verifier 340
transfers the lighting control data to the error processor 350.
The error processor 350 records a source and a generating
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time of lighting control data in which verification is failed and
detects a cause of a data error. The driving signal processor
360 converts the lighting control data to a driving signal such
as pulse width modulation (PWM) and transfers the driving
signal to the LED driver 370, and the LED driver 370 controls
lighting of the LED light source 210 by controlling the LED
light source 210.

Hereinafter, a method of controlling LED lighting of the
LED lighting control device 220 will be described in detail
with reference to FIG. 4.

FIG. 4 is a flowchart showing a method of controlling LED
lighting according to an embodiment of the present invention.

Referring to FIG. 4, the LED lighting control device 220
receives a lighting control signal from the LED lighting net-
work 130 (S410). The lighting control signal is transferred
from the previous LED lighting 110 or from the remote light-
ing control device 120 via the LED lighting network 130
when the previous LED lighting 110 does not exist. The LED
lighting control device 220 extracts lighting control data from
the lighting control signal and stores the lighting control data
in the message buffer 320 (S420). The LED lighting control
device 220 verifies that a confirmation code included in the
lighting control data corresponds to lighting control data
(S430). The LED lighting control device 220 determines
whether the confirmation code is correct (S440). If the con-
firmation code is correct, the LED lighting control device 220
generates a driving signal (S450), turns on the LED light
source 212 with the driving signal (S460), and transmits the
lighting control signal to the next LED lighting 110 (S470). If
the confirmation code is not correct at step S440, the LED
lighting control device 220 records information of a lighting
data source, an error generating time, and/or error contents.
(S480), and searches for an error cause based on the recorded
information (S490). In this case, a manager can perform an
appropriate action in the LED lighting control system based
on the error cause.

Next, a method of processing an error in the LED lighting
control device 220 will be described in detail with reference
to FIG. 5.

FIG. 5 is a flowchart showing a method of processing an
error according to an embodiment of the present invention.

Referring to FIG. 5, the error processor 350 of the LED
lighting control device 220 records information of a source of
an error, a generating time of the error, and/or error contents
(S8510), and the error processor 350 determines whether the
same error is repeated by comparing previously recorded
information and present information (S520). If the same error
is not repeated, the error processor 350 determines the error as
a temporary error and terminates an error processing proce-
dure (S530). If the same error is repeated, the error processor
350 determines whether the lighting control data are origi-
nated from a reliable source (S540). If the lighting control
data are originated from a reliable source, the error processor
350 determines that the error occurs on a communication path
(S550). In order to notify a check of a communication path
that is connected to an input interface of the LED lighting 110,
the error processor 350 represents an abnormal state by blink-
ing the LED lighting with a specific color (S560). If the
lighting control data are originated from a wrong source, the
error processor 350 notifies a safety check ofthe LED lighting
control system 100 (S570). In this case, the error processor
350 may notify an abnormal state by blinking the LED light-
ing with a color different from the color of the step S560 or in
a cycle different from the cycle of the step S560.

Next, a confirmation code according to an embodiment of
the present invention will be described in detail with refer-
ence to FIGS. 6 to 8.
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FIGS. 6 and 7 are flowcharts showing a method of gener-
ating a confirmation code according to an embodiment of the
present invention; FIG. 6 illustrates a method of generating a
confirmation code in the remote lighting control device 130;
and FIG. 7 illustrates a method of generating a confirmation
code in the LED lighting 110.

Referring to FIG. 6, the remote lighting control device 120
generates a random number for preventing reuse of a confir-
mation code (S610), and the remote lighting control device
120 performs a hash operation of the random number and
lighting control data of the LED lighting 110 that first
receives lighting control data (S620). The remote lighting
control device 120 performs a hash operation of a calculation
value of the hash operation and an ID of the remote lighting
control device (5630), and generates a confirmation code by
performing a hash operation of the calculation value of the
hash operation of the step S630 and the installation code
(S640). The installation code may be a code that is given by a
manager when the LED lighting control system 100 is ini-
tially installed.

Next, the remote lighting control device 120 inserts a ran-
dom number and a confirmation code to the lighting control
data (S650). In this case, the remote lighting control device
120 positions the random number at the first portion of a
lighting control data frame and positions the confirmation
code at the last portion of the lighting control data frame and
thus can use the confirmation code in a confirmation code
check procedure of the first LED lighting 110. The lighting
control data that are generated in the remote lighting control
device 120 are lighting control data to be received by the first
LED lighting 110 on the LED lighting network 130.

Referring to FIG. 7, the LED lighting 110 extracts the
confirmation code from the lighting control data (S710), and
performs a hash operation of the extracted confirmation code
and the lighting control data of an LED lighting (i.e., the next
LED lighting) 110 for receiving the lighting control signal
from the present LED lighting 110 (S720). The LED lighting
110 performs a hash operation of a calculation value of the
hash operation and an ID of the present LED lighting 110
(S730), and generates a new confirmation code by performing
ahash operation of the calculation value of the hash operation
of'step S730 and the installation code (S740). The installation
code may be a code that is given by a manager when the LED
lighting control system 100 is initially installed.

Next, the LED lighting 110 inserts the confirmation code
that is extracted from existing lighting control data and the
new confirmation code to the lighting control data (S750) and
transfers the lighting control data to the next LED lighting
110. In this case, the LED lighting 110 positions the extracted
confirmation code at the first portion of the lighting control
data frame and positions the new confirmation code at the last
portion of the lighting control data frame, thereby using the
new confirmation code in a confirmation code check proce-
dure of the next LED lighting.

FIG. 8 is a diagram showing a frame of a lighting control
signal according to an embodiment of the present invention.

Referring to FIG. 8, the lighting control signal follows a
DMX512 protocol and includes a lighting control data frame
including a plurality of slots S1 to S512. The plurality of slots
S1 to S512 may be 512 slots, each of which has 8 bits.

In order to notify the lighting control signal, the lighting
control signal is maintained to a low level for a predetermined
period BREAK and then has a high level as a mark after break
(MAB) for representing a type of the BREAK. Subsequently,
the lighting control signal has a start code (SC) for notitying
a start of actual data. Thereafter, the lighting control signal
has a lighting control data frame including the plurality of
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slots S1 to S512. The first slot S1 of the slots S1 to S512
includes the random number that is described in FIG. 6 or the
extracted confirmation code that is described in FIG. 7, and
the last slot S512 includes the new confirmation code that is
described in FIGS. 6 and 7. At least some slots of the remain-
ing slots S2 to S511 include lighting control data.

A mark time between frames (MTBF) exists between light-
ing control signal frames.

Therefore, the LED lighting 110 that receives a lighting
control signal can determine whether to process the lighting
control data by verifying the confirmation code that is posi-
tioned at the last slot S512.

According to an embodiment of the present invention,
when performing a remote lighting control with a network,
lighting control data can be verified, thereby preventing
wrong light emission and thus light pollution can be pre-
vented. Further, when lighting control data have a problem,
by displaying an abnormal state, a lighting control system can
be quickly recovered.

While this invention has been described in connection with
what is presently considered to be practical embodiments, it is
to be understood that the invention is not limited to the dis-
closed embodiments, but, on the contrary, is intended to cover
various modifications and equivalent arrangements included
within the spirit and scope of the appended claims.

What is claimed is:

1. A device for controlling an LED lighting in an LED
lighting control system including a plurality of LED lightings
which are connected via a network, the device comprising:

alighting data receiver configured to receive a first lighting
control signal and extract first lighting control data for
the LED lighting from the first lighting control signal
including a confirmation code;

a verifier configured to verify the first lighting control data
based on the confirmation code;

an error processor configured to record error information
when the verifier fails to verify the first lighting control
data;

a driving signal processor configured to convert the first
lighting control data to a driving signal when the verifier
succeeds to verify the first lighting control data; and

an LED driver configured to control lighting of an LED
light source based on the driving signal.

2. The device of claim 1, wherein the error processor com-
pares the error information with previous error information to
determine whether the same error is repeated, and determines
reliability of a source of the first lighting control data when
the same error is repeated.

3. The device of claim 2, wherein the error processor blinks
the LED light source with a first color in a first cycle when the
source of the first lighting control data has reliability, and
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blinks the LED light source with a second color different from
the first color or in a second cycle different from the first cycle
when the source of the first lighting control data does not have
reliability.

4. The device of claim 1, wherein the lighting data receiver
receives the first lighting control signal from a previous LED
lighting among the plurality of LED lightings.

5. The device of claim 4, wherein the confirmation code is
generated by the previous LED lighting, and

the confirmation code is generated based on information

including the first lighting control data and a confirma-
tion code which the previous LED lighting extracts from
a received lighting control signal.

6. The device of claim 1, wherein the lighting data receiver
receives the lighting control signal from a remote lighting
control device that controls the plurality of LED lightings via
the network.

7. The device of claim 6, wherein the confirmation code is
generated by the remote lighting control device, and

the confirmation code is generated based on information

including the first lighting control data and a random
number that is generated in the remote lighting control
device.

8. The device of claim 1, further comprising a lighting data
transmitter configured to transmit a second lighting control
signal to a next LED lighting among the plurality of LED
lightings when the verifier succeeds to verify the first lighting
control data.

9. The device of claim 8, wherein the lighting data trans-
mitter generates a new confirmation code based on confirma-
tion code information including the confirmation code and
second lighting control data to be transferred to the next LED
lighting, and generates the second lighting control signal by
adding the new confirmation code to the second lighting
control data.

10. The device of claim 9, wherein the confirmation code
information further includes an identifier and an installation
code of the LED lighting, and

the lighting data transmitter generates a first hash operation

value by a hash operation of the confirmation code and
the second lighting control data, generates a second hash
operation value by a hash operation of the first hash
operation value and the identifier, and generates the new
confirmation code by a hash operation of the second
hash operation value and the installation code.

11. The device of claim 9, wherein the lighting data trans-
mitter adds the new confirmation code to a last slot of a
plurality of slots that are included in the second lighting
control signal.



